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The purpose of this research was to further the effort of microelectronics reverse engineering for the 
Department of Defense (DoD) toward the goal of evaluation and design verification of Integrated Circuits 
(ICs) fabricated and/or packaged in unclassified foundries.  In particular, this research focused on 
enhancement of Scanning Electron Microscope (SEM) images to allow an accurate Graphical Data Stream 
II (GDSII) description to be made of the metal 2 (M2) layer of the Integrated Circuit (IC).  This goal was 
accomplished through the use of the Adobe Photoshop tool, applied to three types of SEM images of the 
same area on the IC.  The images were acquired with a SEM using a Backscattered Electron Detector, an 
In-Lens Detector, and a Secondary Electron Detector.  Procedures for using Adobe PhotoshopTM are 
detailed in this paper. 
 
DoD KEY TECHNOLOGY AREAS:  Electronics, Materials, Processes, and Structures 
 
KEYWORDS:  Microelectronics Reverse Engineering, Integrated Circuits, INFOSEC, Adobe Photoshop, 
SEM, RAITH, ESCOSY, GDSII  
 
 
 
 
 
 
 
 
 
 



ELECTRICAL ENGINEERING 
 

 24

MODELING DATA RATE AGILITY IN THE IEEE 802.11a WIRELESS LOCAL AREA 
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The IEEE 802.11a high-speed wireless local area networking (WLAN) protocol does not specify a 
mechanism for dynamically altering network data rates based on changing link conditions.  This thesis first 
presents a baseline software model of the 802.11a protocol developed using the OPNET simulation tool.  
The model includes both the medium access control (MAC) and physical (PHY) layers of the standard.  
Two data rate agility mechanisms are then proposed and analyzed using the model.  An infrastructure 
WLAN implementation of the baseline model is first simulated under standard network conditions to verify 
its operational characteristics and the results are presented.  The model is then used to simulate two data 
rate agility mechanisms, one based on the link signal-to-noise ratio (SNR) and the other based on the frame 
loss rate at the transmitting station.  Each technique is simulated using an infrastructure WLAN consisting 
of a fixed access point and a mobile workstation operating with standard network traffic loads.  The results 
indicate that the link SNR is a better decision criterion for data rate agility than the frame loss rate.  The 
design and methodology of this analysis provides insight into dynamic rate agility mechanisms and the 
criteria that may be used in developing future 802.11a-compliant hardware implementations. 
 
DoD KEY TECHNOLOGY AREAS:  Command, Control, and Communications, Modeling and 
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Special purpose computer programs are essential to the design of semiconductor circuits that might be 
subjected to nuclear radiation either from the co-location to radiation sources or from the circuit being used 
in the space environment.  Two such computer programs are the Coupled Electron-Photon Cross Section 
(CEPXS) and the Simulation Program with Integrated Circuit Emphasis (SPICE).  This thesis describes the 
design and implementation of ASICS, an Automated Software Interface between CEPXS and SPICE 
(ASICS), which can be used to extract data automatically from the CEPXS output and modify a SPICE 
circuit description for analysis of potential radiation effects.  Historically, this SPICE circuit description 
modification has been done manually.  However, the complexity of large-scale integrated circuits and 
electronic systems dictates an automated interface between these two programs. 
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This thesis details the engineering, design and implementation of a real-time, distributed, application 
emulator system (AE system).  The project had two main goals for the tool: emulation of real-time 
distributed systems, and as a programmable resource consumer.  The AE system is currently being used in 
the HiPer-D test bed to activate a resource leveling tool that monitors several software components for real-
time response.  The AE system is highly flexible and can be used in the context of a variety of network 
topologies and system loading options.  The results presented show that the AE system also emulates 
distributed systems. 
 
DoD KEY TECHNOLOGY AREA: Computing and Software 
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Gallium Nitride (GaN) High Electron Mobility Transistors (HEMTs) are radio frequency power amplifiers 
that promise to revolutionize the capability of Navy radar systems.  The Office of Naval Research is 
currently funding basic research of developing microwave power amplifiers for use in future radar systems.  
This thesis incorporates piezoelectric (PZ) equations in the Silvaco AtlasTM software for modeling 
GaN/AlGaN structures.  The PZ effect enhances a two dimensional electron gas at the GaN/AlGaN 
interface due to stress induced polarization. 
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The purpose of this thesis is to analyze and determine the feasibility of implementing a fault tolerant 
computing system that is able to function in the presence of radiation induced Single Event Upsets (SEU) 
by using the Triple Modular Redundancy (TMR) technique with 64-bit Commercial-off-the-Shelf (COTS) 
microprocessors. 

Due to the radiation environment in space, electronic devices must be designed to tolerate the 
radiation effects. While there are radiation-hardened devices that can tolerate radiation effects, they offer 
lower performance and higher cost than COTS devices. On the other hand, COTS devices offer lower cost, 
orders of magnitude higher performance, shorter design time and better software availability and 



ELECTRICAL ENGINEERING 
 

 26

compatibility. However, COTS devices are susceptible to the radiation effects. In order to use COTS 
devices in space environment, a fault tolerance technique such as TMR needs to be implemented. 

This thesis presents the design and analysis of a TMR 64-bit COTS microprocessor implementation. 
The system incorporates three 64-bit microprocessors, the memory system including SRAM and PROM 
memory modules and the programmable logic devices that are used to implement the TMR technique. The 
validity of the design is verified by the timing analysis conducted on read and write operations. 

 
DoD KEY TECHNOLOGY AREAS:  Computing and Software, Electronics 
 
KEYWORDS:  Fault Tolerant Computing, Triple Modular Redundancy (TMR), Commercial-off-the-Shelf 
(COTS) Devices, Single Event Upsets (SEU) 
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Today’s intelligence data management systems are not scalable and flexible enough to meet 21st century 
warfighter requirements.  There is little or no information sharing between the producers of intelligence, 
perpetuating them as islands (stovepipes) of information.  Web technologies offer an improvement over 
existing intelligence information management systems by providing loosely-coupled connectivity through 
the use of hypertext transfer protocol (HTTP) and markup language (HTML).  But web-based 
implementations still fall far short of satisfying the majority of requirements posed by intelligence 
community users.  What is needed is a flexible distributed architecture that leverages existing assets and the 
benefits of web technologies, while providing needed improvements that better address the need for multi-
intelligence interoperability. 

This thesis applies a systematic requirement-driven approach to define a pathfinder for a multi-
intelligence information architecture.  The pathfinder concept is discussed as a necessary acquisition tool to 
help bound and scale a realistic solution.  Key enabling information technologies are evaluated and 
recommended as a foundation for implementation.  A case study is presented to show proof-of-concept and 
progress toward achieving a multi-intelligence information architecture. 
 
DoD KEY TECHNOLOGY AREAS: Computing and Software, Human Systems Interface, Other 
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Request Broker Architecture (CORBA), Java, Extensible Markup Language (XML), Object Databases, 
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This thesis studies the wireless communications aspects of an Internet-connected hand-held device.  It 
reviews the multipath effects of RF propagation and provides a detailed analysis of the Mobitex network 
protocols.  Field experiments were conducted to measure the signal strength of indoor and outdoor 
reception.  A framework for using real-time wireless communications analysis equipment for the collection 
of this RF signal is designed and discussed.  Expected results from the collection of this signal data are 
presented. 
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This thesis explores the Intel IA-64 architecture’s capability to support a secure virtual machine monitor. 
The major mission of a virtual machine monitor is to provide an execution environment identical to the real 
machine environment for virtual machines. A VMM duplicates the real resources of a processor for virtual 
machines while making a virtual machine think that it is running on a real machine. As a result, a virtual 
machine monitor allows multiple virtual machines to run concurrently on the same machine.  

A secure VMM on the Intel IA-64 architecture would offer several benefits.  A secure VMM would 
ensure that security policy is enforced by constraining information flow between the supported virtual 
machines.  This would provide PC users with a more secure environment in which to run COTS operating 
systems. 

The Intel IA-64 architecture was analyzed to determine if it is virtualizable.  Three types of virtual 
machine monitors and their hardware requirements have been defined.  The IA-64 architecture was mapped 
to these hardware requirements.  Analysis showed that the IA-64 architecture meets three main hardware 
requirements.  However, IA-64 instruction set contains 18 sensitive unprivileged instructions. These 
instructions prevent the IA-64 architecture from being used for a Type I VMM. Several virtualization 
techniques used in some architectures are discussed to determine if these techniques could be applicable to 
virtualization of the IA-64 architecture. 
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The commanding need to operate ultra-wideband communication systems in tactical environments, 
especially in military vehicle applications, will require efficient, omni-directional broadband antennas with 
a low profile.  In the case of the LAV-C2 vehicles, the desired antenna should ideally operate from 30-450 
MHz with a voltage standing-wave ratio (VSWR) of less than three across the entire band.  Additionally, 
the antenna must be vertically polarized, must be constrained in size and must have a low profile. In this 
thesis, an antenna was designed that is capable of operating in the frequency range of 47-450+ MHz, 
covering the whole bandwidth for the AS-3588 monopole antenna and most of the bandwidth for the AS-
3916 monopole (whip) antenna, which are both operating on the LAV-C2 vehicles.  The antenna 
performance was optimized for its design restrictions. This thesis also examined the use of dielectric 
loading in order to minimize the antenna size relative to the operating wavelengths. The antenna was 
designed and its performance predicted using Ansoft’s High-Frequency Structure Simulator (HFSS). The 
HFSS is based on the Finite-Element Method (FEM).  As well, the HFSS assigns material properties, other 
than only metal, to a structure. This enabled more realistic antenna designs to be simulated.  Several 
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versions of the base design were modeled and simulated, and a comparison of their performance is 
presented.   
 
DoD KEY TECHNOLOGY AREAS: Command, Control, and Communications, Electronic Warfare, 
Modeling and Simulation 
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An analysis of protocols and standards that govern Voice Over Internet Protocols (VOIP) is presented.  
Items of specific interest to the Intelligence Community and the Department of Defense are examined and 
discussed.  Research efforts within the Intelligence Community are also detailed.   

The recent expansion of Internet Protocol telephony industry completely changes voice service in the 
commercial communications environment.  A forecast of VOIP expansion provides the Intelligence 
Community an insight into the challenges it faces.  Finally, an analysis of identifiers in the field of major 
protocols is presented. This study concentrates on the H.323 protocol but also addresses the Media 
Gateway Control Protocol and the Session Initialization Protocol. 

Major VoIP industry announcements are summarized. Internet telephony concepts, including a 
comparison of the major protocols, Internet Protocol telephony integration into networks, and Internet 
Protocol telephony services are reviewed.  Using the information presented in this thesis, the Intelligence 
Community can gain understanding of VOIP information processing and how to leverage the technology in 
the emerging Information Age.  The advantage that can be gained is vital to the warfighter and joint 
commanders as they face a different kind of adversary in the Twenty First Century. 
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A physical understanding and consequent mathematical modeling of RF energy in naval indoor 
environments is of vital importance to the usability and effectiveness of communication systems used by 
the Navy.  Over the last few years, there is a growing interest in placing Wireless Local Area Networks 
(WLANs) in ships and submarines.  Especially large ships yet to be constructed, are designed with 
increased electronic systems but limited personnel.  Reliable electronic systems will be crucial for efficient 
ship operation and survivability.    

This thesis investigates the feasibility of deploying a physical model called Numerical 
Electromagnetic Code-Basic Scattering Code (NEC-BSC) to simulate confined naval compartments in the 
2.4 GHz Industrial Scientific Medical (ISM) band.  More specifically, using NEC-BSC the coverage area, 
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the number and positions of transmitters and observation points and the statistics of Radio Frequency (RF) 
signal distribution were described.  The area specifically targeted for this research was a typical two-story 
missile room.  Additionally, some important conclusions regarding the validity of NEC-BSC for indoor 
applications are presented and some recommendations for future research are provided. 
 
DoD KEY TECHNOLOGY AREA: Command, Control, and Communications 
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This thesis proposes schemes to provide Quality of Service (QoS) in mobile ad-hoc networks (MANETs). 
To achieve QoS, independently of the routing protocol, each mobile node participating in the network must 
implement traffic conditioning, traffic marking and buffer management (Random Early Drop with in-out 
dropping) or queue scheduling (Priority Queuing) schemes. In MANETs, since the mobile nodes can have 
simultaneous multiple roles (ingress, interior and destination), it was found that traffic conditioning and 
marking must be implemented in all mobile nodes acting as source (ingress) nodes. Buffer management 
and queue scheduling schemes must be performed by all mobile nodes.  

By utilizing the Network Simulator (NS2) tool, this thesis focused on the empirical performance 
evaluation of the QoS schemes for different types of traffic (FTP/TCP, CBR/UDP and VBR/UDP), 
geographical areas of different sizes and various mobility levels. Key metrics, such as throughput, end-to-
end delay and packet loss rates, were used to measure the relative improvements of QoS-enabled traffic 
sessions. The results indicate that in the presence of congestion, service differentiation can be achieved 
under different scenarios and for different types of traffic, whenever a physical connection between two 
nodes is realizable. 
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This thesis examines performance and security aspects of Multiprotocol Label Switching (MPLS). 
Specifically, behavior of the Resource Reservation Protocol for Traffic Engineering (RSVP-TE) and its use 
as a Label Distribution Protocol (LDP) is observed. Hypothetical vulnerabilities are developed through 
analysis of the protocols and tested using a simple network topology. Testing results and areas for future 
work are presented. 
 
DoD KEY TECHNOLOGY AREAS: Command, Control and Communications, Modeling and 
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In response to the need to augment or replace the aging EA-6B Prowler, Integrated Product Teams (IPTs) 
are formed to conduct an Analysis of Alternatives (AoA) to define the operation requirements that address 
the Department of Defense’s (DoD) Airborne Electronic Attack (AEA) need.  This thesis is primarily 
concerned with determining an optimum multi-component command and control warfare/electronic attack 
(C2W/EA) configuration of assets including platform, jammer and receiver selection for the suppression of 
enemy air defense (SEAD).  A sensitivity analysis of the solution evolved by simulation is performed in 
order to determine the robustness in the derived measures of effectiveness to system failures or variances in 
the performance parameters.  The tasks involved with this effort include simulating the classified RT-4 
distributed scenarios to baseline the corresponding measure of effectiveness (i.e., target engagement time 
by surface-to-air missile site).  One or more parameters in the scenario solution are then changed (receiver 
dynamic range, jamming assignment, etc.) and the measures of effectiveness are rederived in order to 
investigate their sensitivity to these changes.  In addition, this thesis develops a User’s Guide for the Naval 
Research Laboratory (NRL) Advanced Reactive Electronic Warfare Simulation (ARES) software, Version 
1.12, used in the analysis. 
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This thesis describes the design of an interactive Web-based course, namely EC4810 Fault Tolerant 
Computing, taught in the Department of Electrical and Computer Engineering (ECE), at the Naval 
Postgraduate School. It is part of the ECE Department’s Distributed Learning program in which students 
will use multimedia enhanced online courses through the Web. A major accomplishment of this thesis is 
the development of a template for other courses. A step-by-step guide has been developed that outlines the 
process of online course maintenance and procedures for producing other courses. 
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This thesis describes the development of a simulation of the newly proposed IEEE 802.11a physical layer 
and demonstrates the effects of Additive White Gaussian Noise (AWGN) and multipath on its 
performances.  The IEEE 802.11a standardization group has selected Orthogonal Frequency Division 
Multiplexing (OFDM) as the basis for the new 5 GHz standard, targeting a range of data rates from 6 up to 
54 Mbps.   

Coded OFDM (COFDM) is a channel coding and modulation scheme which mitigates the adverse 
effects of fading by using wideband multicarrier modulation combined with time interleaving and a 
convolutional error correcting code.  A guard interval is inserted at the transition between successive 
symbols to absorb the intersymbol interference created by the time domain spread of the mobile radio 
channel.  The decoding process is performed using differential demodulation in conjunction with a hard 
decision Viterbi decoder.   

The simulation results showed that COFDM system is capable of indoor environment 
communications in the presence of known multipath and noise conditions.  The results obtained also 
showed that the COFDM configuration is immune to Doppler shift of 5 to 15 Hz. 

. 
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Current architectures typically focus on the software-based protection mechanisms rather than hardware for 
providing protection. In fact, hardware security mechanisms can be critical for the construction of a secure 
system. If hardware security mechanisms are properly utilized in a system, security policy enforcement can 
be simplified. Systems could be constructed for which serious security threats would be eliminated.  

This thesis explores the Intel IA-64 processor’s hardware support and its relationship to software for 
building a secure system. To analyze the support provided by the architecture, hardware protection 
mechanisms were examined. This analysis focused on the following mechanisms: privilege levels, access 
rights, region identifiers and protection key registers. Since protection checks are made through the 
translation lookaside buffer (TLB) during the virtual-to-physical translations, the TLB structure was an area 
of focus throughout the research for this thesis.  

Proper use of the TLB-based hardware protection features permits protection in the IA-64 
architecture. It enables the processor hardware and the operating system to collaborate to enforce security 
policies efficiently. 
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This thesis investigates detection and classification issues when dealing with seismic signals and represents 
a first step in the direction of automated detection and classification of mine-like signals obtained using a 
seismic approach.  A computationally cheap detection scheme that utilizes a combination of a simple 
combination of a short-term energy and zero-crossing detector is implemented and tested on five different 
classes of targets, resulting in a 100% detection rate for all non-natural targets and 33% detection rate of 
mine sized rock buried in sand.   

Three feature extraction methods are evaluated for their possible use in a Gaussian Mixture Model 
classifier:  higher order moments, pole extraction from impulse response modeling using the Steiglitz-
McBride iteration, and Radial Basis Function Modeling of data.  These methods demonstrate promising 
results for use in a classifier.  However, only a very limited number of data trials per class was available in 
this work, and the proposed set-up needs to be further validated with additional data.  

 
DoD KEY TECHNOLOGY AREAS:  Sensors, Other (Mine Warfare) 
 
KEYWORDS: Buried Mine Detection, Buried Mine Feature Extraction, Mine Warfare, Seismic Sonar, 
Mine Classification 
 
 

USING COMMERCIAL OFF-THE-SHELF DIGITAL SIGNAL PROCESSORS FOR  
RELIABLE SPACE BASED DIGITAL SIGNAL PROCESSING 

Matthew J. Wukitch-Lieutenant, United States Navy 
B.S., United States Naval Academy, 1994 

Master of Science in Electrical Engineering-March 2001 
Advisors:  Herschel H. Loomis, Department of Electrical and Computer Engineering 
Alan A. Ross, Navy Tactical Exploitation of National Capabilities (TENCAP) Chair 

 
A radiation tolerant testbed was designed using a Commercial-off-the-Shelf (COTS) Digital Signal 
Processor (DSP) and presented to prove the concept of Triple Modular Redundant (TMR) processors in 
order to make a COTS DSP radiation tolerant design.  The system was designed to handle the effects of 
radiation associated with Single Event Upset only. 
 Two of the industry’s leading programmable 32-bit floating-point digital signal processors were 
reviewed for this thesis, Analog Devices ADSP-21060 and the Texas Instruments TMS320C6701.  The 
‘6701 was the best processor for this design based upon size, power, speed, and tolerance to single event 
latchup, signal event burnout, and total ionization dose.  A review of the processor’s performance and 
characteristics is provided to ensure the proper operation of ‘6701 in a TMR design. 
 The system employs a bit by bit voter that compares the three processors’ results and outputs the 
majority of the bits.  All data, address, and control signals are monitored to determine that the system is 
operating properly. This system significantly differs from previous TMR designs, because only address 
errors cause immediate interrupts. Data errors cause processor interrupts only when the errors accumulate 
to a critical level. An external host processor controls the processors’ shared memory space. 
 
DoD KEY TECHNOLOGY AREAS:  Space Vehicles, Electronics, Computing and Software 
 
KEYWORDS: Fault-tolerant Computing, Digital Signal Processors, Texas Instruments TMS320C6701, 
Commercial-off-the-Shelf Technology, Radiation, Triple Modular Redundant, Analog Devices ADSP-21060 
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