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SUBJECT:  USMC PKI Tactical Deployment and Support

ISSUE:    Identify/discuss/evaluate the requirements, considerations, and challenges for deploying personnel, workstations, and directory servers supporting PKI operations.    

FACTS:

1. Identify which PKI services must be supported (and the extent of the support) in a given tactical environment (i.e., key escrow/key recovery, certificate revocation, certificate issuance, local directory services, etc…)  

2. Discuss procedures for deploying any of the above services in a tactical environment (e.g., revocation procedures, data recovery, etc…)

3. Discuss disaster recovery/system compromise procedures.  

4. Identify/discuss potential impact of carrying PKI credentials into given tactical scenarios.  For example, given that the future military ID card will be a smart card containing PKI certificates, what are the possible implications/risks?  What information should/should not be contained on the smart card?  

5. Which existing weapons systems/applications are candidates for PK-enabling (i.e., require PKI services of authentication, integrity, nonrepudiation, confidentiality, or availability)?  For example, do existing artillery/call for fire systems need additional authentication/data integrity mechanisms provided via PKI digital certificates?

POINT OF CONTACT(S):  Maj Dan Morris, DSN 664-7037, Comm (703) 604-7037, morrisde@hqmc.usmc.mil.
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