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SUBJECT:  REMOTE ELECTRONIC DIAGNOSTICS AND TROUBLESHOOTING 

ISSUE:    As our battlefield becomes more and more complex with the ever increasing sophistication of electronics the mission of maintaining this high tech equipment become more logistically challenging. The need to have more and more highly skilled technicians also increases as more knowledge is needed to keep pace with the technology of the gear. This threatens to increase training tracks beyond what is acceptable. One possible relief from these dilemmas is to implement remote electronic diagnostics and troubleshooting.

DISCUSSION:  Today private industry is diving into remote everything, from exploration of the undersea world to surgery of the human body. Even our Navy had experimented with remote medicine. With today’s technology it is quite conceivable that today’s high tech electronics can be diagnosed and troubleshot from some remote location. 

One possible avenue of approach could be using less trained repairman on-site to be the hands and eyes of the highly trained technician at the remote diagnostics facility. A video and audio link would be used on-site to allow the two troubleshooters to communicate and give the remote tech a visual on what is happening so he/she can better guide the on-site repairman. 


In doing business this way we save vast amounts of training on the numerous on-site repairmen required and reduce the logistical requirements of certain test equipment, heavy manuals, etc. A maintenance interface device (does not exist today) could be attached to equipment that would link the system to the remote location which would send system information to aide in the maintenance process, therefore eliminating the need for much of the on-site test equipment used today. The downlinked system info would be fed to test equipment at the remote diagnostics facility to troubleshoot the suspect system.


This is but one possible solution, and gives an idea of what the concept might be.

POINT OF CONTACT(S):  Major James G Herring, DSN 957-5921, herringjg@29palms.usmc.mil.
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SUBJECT: COMMANDER’S SITUATIONAL AWARENESS ON THE DIGITAL BATTLEFIELD

ISSUE:  The requirement exists for a staff officer who can advise the Commander on issues from computer security, network attack and defense, and network vulnerabilities, both for computer and digital radio networks. 
DISCUSSION: The signals intelligence officer advises the commander on the capabilities and vulnerabilities associated with the electromagnetic spectrum.  The information warfare officer does the same for all information sources and mediums.  Is this enough?  Does a gap exist in the commander’s digital situational awareness?  Is a staff officer/billet dedicated to the security and management of the entire “information spectrum” a realistic requirement?  If so, at what echelons of command?
POINT OF CONTACT(S):  Major A.E. Bridges DSN 957-4328, bridgesae@29palms.usmc.mil.
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SUBJECT:  THE “DIGITAL DIVIDEND”

ISSUE:    The proliferation of tactical decision systems (TDS’s) across the modern battlefield has inundated commanders and their staffs with all manner of digital information.  When procured, these systems were advertised as providing consolidated information conduits, reducing the requirements for scarce single-channel radio voice circuits.  Have they? 

DISCUSSION:  Systems such as Tactical Combat Operations (TCO), Intelligence Analysis System (IAS), Intelligence-Operations Workstation (IOW), Contingency Air Planning System (CTAPS), even electronic mail and web-browsing systems, have an objective of increasing the amount of information provided to a commander and his staff.  More bang for the buck, in acquisition terms.  These systems were initially fielded at a huge cost to the Marine Corps.  One of the selling points of these systems was that they would provide the same and better information that was previously communicated over voice radio and telephone circuits.  These limited circuits could then be used for more vital information, or the equipment put to use where it was needed the most.  In practice, few if any of these TDS’s have supplanted their voice-circuit predecessors.  Doctrine still calls for dedicated single-channel radio nets, in addition to the employment of TDS’s.  The result is a battle staff suffering from information overload.  TDS’s often operate in a degraded manner due to poor training of administrators and operators, and commanders and operations officers still look to the doctrinal voice systems when push comes to shove.  Continued spending on these systems should be justified form an effectiveness standpoint.  An analysis of information requirements and information flow throughout the MAGTF is needed to accurately capture the current status of the digital dividend.    

POINT OF CONTACT(S):  Major T.E. Busmire, DSN 957-6531, busmirete@29palms.usmc.mil.

UNCLASSIFIED

UNCLASSIFIED

       OPS

DATE

INFORMATION PAPER

SUBJECT:  COGNITIVE INFORMATION MANAGEMENT

ISSUE:    The deluge of information that is available to the commander and his battle staff provides a significant force multiplier.  The advantages afforded by this information may be quickly lost however, due to the monumental task of assimilating, analyzing, and utilizing the information provided.  An information management tool or process is needed which will allow the commander and his staff to fight the battle, rather than fight  information overload.

DISCUSSION:  The “fog of war” is a phrase all too familiar to any commanding officer.  Current tactical decision systems (TDSs), communication systems, and data networks have served to thicken this fog.  The acquisition community constantly fields new and improved versions of information systems to operational forces, greatly expanding the battle staff’s capabilities, but just how much information can a battle staff receive before the amount provided becomes detrimental to staff functioning?  An analysis of this “break point” would provide valuable insights into the effectiveness of systems already fielded, and direction for future acquisitions.  How can the information overload be managed?  One solution would be to expand current systems to incorporate expert systems and artificial intelligence.  This would provide the commander with not just the common tactical picture, but would also interpret the information and provide recommendations to the commander.

POINT OF CONTACT(S):  Major T.E. Busmire, DSN 957-6531, busmirete@29palms.usmc.mil.
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